
Advanced Persistent Threats), focusing 
only on one data type.  Additionally, most 
recent advancements in learning algorithms 
generally have been limited to real-valued 
data environments, absent other sources or 
types.

To what extent can we make 
security guarantees with respect 
to confidentiality, integrity, and 
availability? 

To date, most work on security guarantees 
has focused on formal methods, which 
have proven themselves promising for 
small systems.   Even with formally verified 
element(s) (e.g. a trusted processor or 
formally verified application), there is still a 
need to interface with non-verified (formally) 
hardware, software, and networks.   This 
condition gives rise to the possibility of 
emergent security failures and inappropriate 
levels of trust and functionality being placed 
into the system.

How can we derive and quantify 
meaningful, explainable indicators in 
cyberspace? 

The space of metrics and measures in 
cyberspace is vast and diffuse. Despite the 
vast literature on the subject, few of these 
measures have been subjected to rigorous 
and repeatable experimental validation, 
leaving open the question of their validity 
or scope.  Coupled with this is the need for 
measures and metrics whose purpose and 
meaning are inherently explainable and 
easily incorporated into algorithms, analyses, 
and reports.

How do we efficiently analyze models 
for operational domains? 

Specifically looking at accuracy, 
performance, reinforcement learning, etc.  
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Improved training data is also needed. 

How to we verify trust and deception?

Specifically, Publicly Available Information 
(PAI) Veracity and Acoustic speech modeling.

What is an optimal waveform for a 
particular situation?

Constraints include user mobility, latency, 
interference, and power.

What is the optimal optical scheduling 
that can ensure communications?

Constraints include topologies, latency, and 
unknown number of users.

How does a system learn during 
operations, in real-time, and quickly 
adapt to changes in that operational 
environment?

In order to do decision making from limited 
data, research is required in the areas of 
transfer learning, domain adaptation, self-
supervision, interactive learning, reasoning 
under uncertainty, and active learning.

How can we better comprehend and 
quantify multi-domain effects?

Research areas include adaptive sampling, 
probabilistic modeling, and uncertainty 
theory.

How can we approach distributed 
Command and Control (C2) or resources 
in highly contested environments using 
verifiable, composable C2 systems?

Research areas include control theory, 
distributed systems, fault-tolerant systems, 
systems-of-systems, and formal methods.

O P E N  I N N O V A T I O N  E N V I R O N M E N T

How can we leverage quantum 
information processing technologies, 
and how do we continue to optimize our 
solutions to scale with ever-advancing 
quantum hardware?

Quantum Algorithm Optimization and 
Development on Prototype Quantum 
Computers 

In today’s internet-of-things (IOT) world, 
what alternative hardware could be 
used to accelerate machine learning?

Neuromorphic Computing Hardware for Size, 
Weight, and Power Limited Systems - Much 
of current machine learning is focused on 
software, but especially when you consider 
IOT devices, we need a variety of hardware, 
and likely different machine learning 
algorithms to advance the SOTA

How could Artificial Intelligence and 
Machine Learning technology be used to 
thwart adversarial attacks and ensure 
data confidentiality, integrity, and 
availability? 

How can we better characterize and 
manipulate software in real time?

Can we model software, in an abstract space, 
such that we can continually determine its 
level of correctness, and analyze its runtime 
behavior? Can we quickly ascertain the 
function, operation, or effect of a piece 
of code within a given system or context? 
And, can we continually identify necessary 
changes to software to meet new demand 
and changing specifications?

How do we represent and reason about 
a cyber situation, environment, or 
process?

To date, most of the work relative to machine 
learning in cyber focused on pattern 
recognition (e.g. attempts to recognize 
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